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The Arab Spring redrew the battle-lines between over the control of information between the statist/capitalist elites and the popular classes – raising questions of increased restriction and surveillance, and of the limits of cyber-activism. In some ways this battle is often mischaracterized as being a narrow debate between cool intellectual property technocrats and wild-eyed free-use pirates, or as being a political dispute between authoritarian regimes and free speech activists, with no wider relevance to society. But it is clear that what is at stake is the global ideology (and exploitative practice) of corporatist enclosure versus that of the creative commons; in other words, it is more even than a universalist human rights concern, but is rather an asymmetrical war between the parasitic and productive classes over a terrain of power/wealth-generation known as the knowledge economy.

A gathering of journalists, media development experts, and online activists (among others) at the Highway Africa media and technology conference in Grahamstown, South Africa, in September 2012 grappled with the paranoid responses of many states to the supposedly social media-driven Arab Spring, but failed to grasp the nettle of the class nature of the statist/capitalist threat.
Nationalist fragmentation in Russia? 
One of the keynote speakers was young Alexey Sidorenko of Russian website Teplitsa www.te-st.ru and author of “New Media Tools for Digital Activists” who spoke about the sea-change that had taken place in Russian cyberspace before the Arab Spring. Before 2011, he said, the old state-controlled legacy media was being bypassed as an information source by the “free blogosphere,” citing the fact that the audience of the www.yandex.ru website had outgrown that of the leading TV station, Channel 1.

This reflected a shift in trust from the legacy media to the internet, especially among 12 to 34-year-olds, 96% of whom were connected today, making Russia the second-most connected European nation after Germany.

Before the Arab Spring, the Russian authorities, whether retread “communists,” robber barons, or neo-liberals, had viewed the internet with suspicion, but had largely restricted their assaults to the harassment of bloggers (largely by the hacking of their sites, or by swamping the sites with requests in order to stall them – DDoS attacks).

Worryingly, however, they had not only been covertly running “deep-packet inspection” (DPI) surveillance of online content, but had also begun overt prosecutions of internet “extremism” which, Sidorenko said, outlawed the dissemination of some 1,500 prohibited works, including classic 19
